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Abstract: To defeat the attack of process control flow hijacking, a threat model was established from the point of vulne-
rability utilization, and the fortress defense to cut off the key vulnerability utilization path was proposed. On the basis of
studying the principle of mimic defense, a threat model of process mimic execution was proposed, and the threat model
was analyzed and proved to be effective. Mimic execution could effectively cut off the attack path of control flow hijack-
ing. The ptototype of mimic execution, MimicBox, was implemented. The validation experiment shows that MimicBox
can effectively defend against most control flow hijacking attacks based on known binary vulnerabilities. The perfor-
mance evaluation result shows that the overhead MimicBox lead to is less than 13% on CPU-intensive programs. The
Comparative evaluation result shows that mimic execution is a more effective and practical active defense method com-
pared with control flow integrity.
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445.gobmk 0.09% 1.39% 2.50% 5.02% 13.19%
458.sjeng 0.08% 0.70% 1.17% 2.20% 7.75%
464.h264ref 0.07% 0.89% 1.25% 3.03% 10.52%
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